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Practice Guideline for 

Use, Disclosure and 
Release of Patient Information 

 
Approved by the Board:  April 2021  
Effective Date: April 2021 
Replaces: N/A 

Preamble 

This Guideline is to assist registrants in understanding the expectations for the use, 
disclosure and releasing of charts/ records. This is key to upholding their responsibilities 
under the provincial Personal Health Information Act (PHIA) as well as enabling them to 
uphold the mode Practice Standards. 

1) Model Practice Standard: INFORMED CONSENT 

The physiotherapist obtains clients’ ongoing informed consent for the delivery of 
physiotherapy services.  

Expectations: Clients can expect that they will be informed of the options, risks, and 
benefits of pro-posed services; asked to provide their consent; and that the 
physiotherapist will respect their right to question, refuse options, rescind consent 
and/or withdraw from services at any time.       

2) Model Practice Standard: PRIVACY AND RECORD RETENTION   

The physiotherapist maintains client privacy and confidentiality in compliance with the 
requirements of the privacy legislation relevant to their practice.  

Expectations: Clients can expect that the physiotherapist will limit their collection of 
personal information to that which is needed to provide physiotherapy services. Their 
physiotherapy records are confidential, and their private information will be collected, 
used and shared with the highest degree of anonymity possible. They will know when 
their private information is collected, who will have access to it, how it is used, how it 
is protected, and conditions for its disclosure. Their consent for in-formation 
collection, access, use and disclosure will be sought when required by applicable 
privacy legislation. 

https://nslegislature.ca/sites/default/files/legc/statutes/personal%20health%20information.pdf
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What does the Nova Scotia Regulator of Physiotherapy say? 

Physiotherapists must consider their responsibilities as a self-regulated professional and 
adhere to the legislated requirements. PHIA is provincial Government legislation and as 
such our registrants must also adhere to it. The Privacy Act gives individuals (or their 
authorized representatives) a right of access to their own personal information, with limited 
and specific exceptions, and with certain rights to correct or annotate it.  Complaints under 
PHIA are to be addressed to the Office of Information and Privacy Commissioner (OIPC). 

Patient Consent 

Consent must be obtained before any information can be disclosed or released outside of 
the “circle of care”. Within the “circle of care,” disclosure is carried out under the principle 
of “knowledgeable implied consent”. It does not matter whether care and treatment are 
provided in the private or public sector, or that services are publicly insured or not insured – 
the personal health information will follow the individual where they go in the health care 
system. However, the information may only be disclosed by a custodian to another 
custodian (or their agent) within the current circle of care. The circle of care is different for 
each episode of care provision. (i.e. Joe is treated for a broken leg in May, and in July he is 
admitted with a concussion. The circle of care is different in each case. Those treating him 
for the broken leg are not included in the circle of care for the concussion nor entitled to the 
PHI associated with the injury unless there is a valid reason to do so and the patient has given 
consent.) 

If the individual is also receiving care and treatment from a person or organization not 
designated as a custodian under PHIA, express consent must be obtained from the 
individual. 

• A custodian will disclose to regulated health professionals only the information 
necessary to carry out their duties and responsibilities.  

• A custodian is not obliged to disclose information to a third party unless required 
to do so under another law or enactment.  

• The custodian of the record must review the information in the record to ensure 
that there are no exceptions to the right of access before releasing any information. 

• An individual may request to limit or revoke consent for the collection, use or 
disclosure of personal health information in the custody or control of a custodian 
by giving notice to the custodian (section 17(1)). In the context of electronic health 
records, this limitation or revocation of consent is often referred to as a “lockbox”; 
the terms “consent directives” and “masking” are also used in reference to both 
paper and electronic records. In these circumstances, the custodian must also 
inform the individual of the consequences of limiting or revoking consent (section 
17(4)), including the fact that the other care providers may decide that they are not 
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confident in providing care to the individual without understanding what 
information has been withheld. 

Custodianship 

Charts are the property of the Custodian. A custodian cannot collect, use or disclose 
personal health information where other information will serve the custodian’s purpose; and 
a custodian must collect, use and disclose the minimum amount of personal health 
information necessary to achieve the custodian’s purpose. Custodians must: 

• have a notice of purpose describing the purpose of their collection, use and 
disclosure PHI.  

• have a written retention and destruction schedule for PHI.  

• ensure security of PHI. 

• can maintain and produce a record of user activity for any electronic information 
system. 

• have a written privacy statement as well as a complaints policy that directs 
individuals in how to file a complaint under PHIA and information on how to 
request access / correction to patient records.  

In what situations would the physiotherapist be considered a Custodian or an Agent?  

• In workplaces where the majority owner is a physiotherapist, the treating PT is 
functioning in the role of an Agent collecting the information while the owner is the 
custodian of the chart/record and responsible for the storing, use, disclosure, 
release and disposal of the records.  

• In hospitals, the hospital authority is the custodian, and the staff are agents. 

• In workplaces where the owner is a non-regulated health professional and the 
physiotherapist is working as a contractor or consultant; the physiotherapist is the 
custodian of their own files. 

• In workplaces where the owner is a regulated health professional, the 
physiotherapist is still the custodian because they are collecting PHI information 
for their own purposes, not those of the owner. As such they are responsible for the 
storage etc. of their own file. 

Disclosure/Access 

The Privacy Act gives individuals (or their authorized representatives) a right of access to their 
own personal information, with limited and specific exceptions, and with certain rights to 
correct or annotate it.  Note the right of access is not an absolute right.  The custodian of the 
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record must review the information in the record to ensure that there are no exceptions to 
the right of access.  

The physical chart record is the property of the physiotherapist / custodian, but the 
information in the chart belongs to the patient. The Personal Health Information Act (PHIA) 
governs the disclosure of personal health information (PHI) in Nova Scotia. The custodian 
cannot disclose PHI unless authorized under PHIA [s. 11]. Information should only be 
disclosed if there is written consent from the patient, or the authorized legal representative 
of the patient, a court order compelling disclosure or a request from an agency or individual 
entitled by legislation to a copy of the records. Requests may be verbal or by written request 
and a written response should be given within 30 days to inform the patient how long it will 
take and of any fees. Make a note in the chart each time the information is copied or shared 
and file the request form. 

Generally, …  

• A patient is entitled to examine and receive a copy of the complete record upon 
written request. (The physiotherapist may use discretion and remove information 
that may implicate or refer to another person, or information compiled that is 
outside the physiotherapist-patient relationship.)  

• Patients also have a right to have their PHI corrected. They make a request for 
correction to the custodian directly, in writing or verbally. 

• A custodian requires the express consent of the individual in order to disclose PHI 
to a non-custodian unless that disclosure is required or authorized by law.  

• Consent of the individual; be knowledgeable; relate to the specific information at 
issue, and be voluntary. [s. 13]. 

• A consent is considered to be “knowledgeable” if it is reasonable to believe that an 
individual knows the purpose of the collection, use or disclosure and that they may 
give or withhold consent [s. 14]. 

• A custodian may disclose the minimum necessary personal health information 
(PHI without the individual's consent if the disclosure is reasonably necessary for 
the administration of payments in connection with the provision of health care to 
the individual or for contractual or legal requirements in that connection. A 
disclosure of PHI without consent must be documented and include a description 
of the PHI disclosed; the name of the person or organization receiving the 
information; the date of the disclosure and the authority for the disclosure. (For 
third party insurers audit purposes, that information would include billings and 
visits, not chart copies. If they suspect fraudulent billing, they can initiate an 
investigation and provide a clear, written statement outlining its legal authority 
under PHIA to collect the information.) 
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• A custodian shall not make a record of personal health information, or a part of it, 
available to an individual or provide a copy of it to an individual without first taking 
reasonable steps to be satisfied as to the individual’s identity and authority to 
access the information. [s.79] 

If you are using electronic charting, you must have security measures in place such as 
Firewalls, virus scanners, unique to user passwords, timed out log offs, and tracking to 
ensure that only those in the circle of care have access to the information. Access should be 
restricted based on user’s role and responsibilities. Encryption technology is 
recommended. and audit procedures for electronic access and encryption. Patient 
information stored electronically is more likely accessible to a larger number of people than 
a paper record and the security is therefore more complex.  (All breaches must be reported.) 

Releasing/Transferring Information 

Releasing information involves the handing over/provision of a copy or file. A patient may ask 
for a file be given to a new provider or to a legal representative, or a copy may be required to 
carry out an investigation under legislative authority. You must ensure that the patient 
records are transferred to another provider/ representative in a manner that protects the 
confidentiality of the information. You should ensure that the appropriate written 
authorization is received and recorded before any transfer of information occurs. The original 
file should always remain in the custody of the custodian and a copy made to be released as 
requested. When you are transferring patient information contained in an electronic record, 
you should use a secure means such as fax, email, or another electronic record. Note should 
be made in the original chart of what was released, to whom and the date. Release can 
include reports or summary letters, or complete (previously reviewed for appropriate 
disclosure) charts. When transmitting information by fax be sure the fax number is current 
and correct and either call or email to advise of sending and confirm receipt of information. 
For applicable fees refer to the PHIA Fee Table. 

Definitions 

• Agent, in relation to a custodian, means a person who, with the authorization of 
the custodian, acts for or on behalf of the custodian in respect of personal health 
information for the purposes of the custodian, and not the agent's purposes, 
whether or not the agent has the authority to bind the custodian, is paid by the 
custodian or is being remunerated by the custodian, and includes, but is not 
limited to, an employee of a custodian or a volunteer who deals with personal 
health information, a custodian's insurer, a lawyer retained by the custodian's 
insurer or a liability protection provider; 

• Circle of Care “Individuals and activities related to the care and treatment of a 
patient. Thus, it covers the health care providers who deliver care and services for 
the primary therapeutic benefit of the patient for a specific episode of care, and it 
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covers related activities such as laboratory work and professional or case 
consultation with other health care providers.” 

• Custodian means an individual or organization who has custody or control of 
personal health information as a result of or in connection with performing the 
person's or organization's powers or duties. (Eg. a regulated health professional, a 
person who operates a group practice of regulated health professionals, NSHA, 
IWK Health Centre, a licensed Pharmacy, Continuing Care facilities or Homes for 
Special Care under the Minister of Health and Wellness and others as listed in 
S.3(f) of PHIA.) 

• Disclose, in relation to personal health information in custody or under the control 
of a custodian or a person, means to make the information available or to release 
it to another custodian or to another person, but does not include using the 
information. 

• Personal Health Information means identifying information about an individual, 
whether they are living or deceased, and in both recorded and unrecorded forms, 
if the information: 

i. relates to the physical or mental health of the individual, including 
information that consists of the health history of the individual's 
family, 

ii. relates to the application, assessment, eligibility and provision of 
health care to the individual, including the identification of a person 
as a provider of health care to the individual, 

iii. relates to payments or eligibility for health care in respect of the 
individual, 

iv. relates to the donation by the individual of any body part or bodily 
substance of the individual or is derived from the testing or 
examination of any such body part or bodily substance, 

v. is the individual's registration information, including the individual's 
health-card number, or identifies an individual's substitute decision-
maker. 

Related Standards and Guidelines 

• Communication 

• Funding, Fees and Billing 

• Use of Title 

https://nsphysio.com/images/NSCPStandards/NSRPTModelPracticeStandards/NSRPT_Standards_of_Practice_-_Communication.pdf
https://nsphysio.com/images/NSCPStandards/NSRPTModelPracticeStandards/NSRPT_Standards_of_Practice_-_Funding_Fees_and_Billing.pdf
https://nsphysio.com/images/NSCPGuidelines/2019_04_Guideline_Use_of_Title.pdf
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References 

• Nova Scotia - Personal Health Information Act 

• PHIA - Compliance Checklist for Custodians 

• PHIA Fee Fact Sheet 

• PHIA Rules Summary and Checklist 

• Steps for Responding to a Privacy Breach 

• Reporting a Privacy Breach 

• Develop a Privacy Management Program - 
https://oipc.novascotia.ca/sites/default/files/publications/Full%20PHIA%20PMP
%20Toolkit%202015%2010%2002%202%20.pdf  

• Custodian Rules and Tools - 
https://oipc.novascotia.ca/sites/default/files/publications/PHIA%20Essentials%
20Toolkit%202019%2012%2019.pdf  
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https://oipc.novascotia.ca/sites/default/files/publications/15-00084%20%20PHIA%20fees%20fact%20sheet%20%2815%20Oct%2015%29_0.pdf
https://oipc.novascotia.ca/sites/default/files/publications/Key%20Steps%20to%20Responding%20to%20Privacy%20Breaches%20-%20OIPC%20-2019%2012%2002.pdf
https://oipc.novascotia.ca/sites/default/files/publications/Instructions%20for%20s.%2070%20Form%20%282019%20March%2014%29_.pdf
https://oipc.novascotia.ca/sites/default/files/publications/Full%20PHIA%20PMP%20Toolkit%202015%2010%2002%202%20.pdf
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