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Practice Guideline for 

Storage, Transfer & 
Disposal Of Records 

 
Approved by the Board:  April 2021  
Effective Date: April 2021 
Replaces: N/A 

Preamble 

The Nova Scotia Regulator of Physiotherapy regulates the practice of physiotherapy in NS in 
accordance with the legislation. This Guideline is to assist registrants in understanding the 
Regulators expectations for storing, transferring and disposing of patient information, 
upholding their responsibilities under the provincial Personal Health Information Act (PHIA) 
as well their professional Core Practice Standards. 

Model Standard: Privacy and Record Retention 

The physiotherapist maintains client privacy and confidentiality in compliance with the 
requirements of the privacy legislation relevant to their practice. 

Expectations:   

• The physiotherapist will limit their collection of personal information to which is 
needed to provide physiotherapy services.  

• Their physiotherapy records are confidential, and their private information will be 
collected, used and shared with the highest degree of anonymity possible.  

• They will know when their private information is collected, who will have access to 
it, how it is used, how it is protected, and conditions for its disclosure.  

• Their consent for information collection, access, use and disclosure will be sought 
when required by applicable privacy legislation. 

What does the NS Regulator of Physiotherapy say? 

Physiotherapists must consider their responsibilities as a self-regulated professional and 
adhere to the legislated requirements. Under PHIA they must protect the confidentiality of 
personal health information in their custody or control as well as the privacy of the individual 
to whom the information re-lates [PHIA s. 61]. To do that, they are required to have 
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information practices that meet the requirements of PHIA and the Regulations, are 
reasonable in the circumstances, and ensure the personal health information in the 
custodian’s custody or control is kept safe from theft, loss, or unauthorized access to, use, 
disclosure, copying or modification [PHIA s. 62]. 

Custodianship 

The clinical record made by you is your property and you may need it later if your professional 
work or care for the patient is called into question. You are the Custodian, but the 
information belongs to the client. In group clinics, or those owned by non-regulated health 
professionals, be sure there is clear documentation and understanding of who the 
Custodian is (Check with Office of the Privacy Commissioner if you have questions). 

The custodian is responsible for collecting, storing, disclosing and disposing of the 
information in compliance with the Personal Health Information Act (PHIA). If you are the 
custodian, you should have administration access to the electronic storage system being 
used for your files. 

Storage 

You must properly secure and protect clinical records either physically or electronically. For 
example, paper records should be kept in restricted access areas or in locked cabinets with 
limited access.  

Patient information that is stored electronically is likely accessible to a greater number of 
people than a paper record, and the protection of the information is therefore more complex. 

• Security features and policies should ensure information maintained in an 
electronic records system is accessible only to those within the patient's circle of 
care (i.e. the healthcare providers treating a patient who need information to 
provide that care), or for other purposes authorized by law or with express patient 
consent. This can be achieved with user identification and passwords for logging 
on. 

• Electronic records systems should also include controls that restrict access 
based on the user's role However, an office clinical record made by you is your 
property and you may need it later if your professional work or care for the patient 
is called into question. 

• Encryption technology on all computer systems and portable electronic devices 
(e.g. laptops, memory sticks, etc.) containing patient information is 
recommended. 

• If you are using Electronic charting you must have security measures in place such 
as Firewalls, virus scanners, unique to user passwords, limited access and timed 
out log offs, tracking and audit procedures for electronic access and encryption. 

https://oipc.novascotia.ca/contact-us
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• You must ensure that records are stored in a safe and secure place. If you have 
hired a service provider to manage /store your patient records, you continue to be 
responsible for maintaining the security of the records in accordance with 
applicable privacy legislation and College requirements.  

• Patients should also be notified about the location of their records and how they 
may be accessed. You must confirm how you can access the records and make 
copies of any records for the purpose of preparing medical-legal reports, 
defending legal actions, or participating in a complaint investigation. 

• If you are working in partnership with others or in a clinic, you should have an 
agreement in place to deal with issues related to the storage of and access to 
records in the event you leave the partnership or clinic. 

Transfer of Information 

• within the ‘circle of care, you do not need patient consent , but you must ensure 
that the transfer is secure and private.  

• If you are sending information by fax or email make sure it is a secure private # or 
call ahead to let the individual know it is coming. Document what was sent, to 
whom and when. To send information to anyone outside the ‘circle of care’ you 
require the documented consent of the patient. 

Copying Files 

The NS Office of the Information and Privacy Commissioner has set out clear principles on 
effective privacy and access to information in this statement. Physiotherapists are expected 
to uphold the PHIA requirements and principles. 

• Patients should never be given original medical records. This could result in loss of 
the file, removal of relevant portions of the patient file, and an inability for the 
physiotherapist to deal with future complaints, litigation, or enquiries. 

• You must respond to a request for copies or information within 30 days or, respond 
with a reason why you are unable to meet that deadline along with a proposed 
deadline. 

• A copy of a requested record should be provided without undue delay after the 
physiotherapist has reviewed the chart to remove any information that must be 
withheld. (Information that is provided in confidence by another individual, 
information collected but not used as part of the decision-making process etc.).  

• A fee may be charged pursuant to PHIA  (Fee Fact Sheet). 

  

https://oipc.novascotia.ca/sites/default/files/Other/FPT%20Resolution%202019%2011%2006%20English.pdf
https://oipc.novascotia.ca/sites/default/files/publications/2019%2012%2011%20Guide%20%231%20How%20to%20Make%20Effective%20ATI%20Req.pdf
https://oipc.novascotia.ca/sites/default/files/publications/15-00084%20%20PHIA%20fees%20fact%20sheet%20%2815%20Oct%2015%29_0.pdf
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Transfer of Care 

If you are leaving one place of employment and going to another, there are some things you 
need to know: 

• A physiotherapist cannot solicit patients from previous employer by telling them 
where you are going. (Unless the employer consents to the transfer of patients).The 
patient must contact you at your new practice and request the continuation of 
care. You must then obtain consent from the patient to request a copy of the 
records be sent to you (unless you are the custodian of the files and responsible 
for them). 

• If leaving the province, the physiotherapist must make reasonable effort to arrange 
for transfer of care and /or follow-up of their patients. Be sure to notify your patients 
and where necessary get their permission to export or to share their information 
with the new provider. 

• Arrangements may be made to have another physiotherapist in the same clinic 
assume care of the patient without requiring consent if it is a physiotherapist 
owned clinic in which the clinic owner is the Custodian of the records. 

Destruction of Files 

Once the retention period has expired, (minimum of 6 years after last appointment, or 6 years 
past the age of majority if they are not yet 18 at last appointment) records should be 
destroyed in a way that maintains confidentiality. 

• Before you destroy records, it is recommended that you make a list of the names 
of the patients whose records are to be destroyed, and that this list be kept 
permanently in a secure location. This is to be able to later determine at-a-glance 
that a patient’s record has been destroyed and not simply been lost or misplaced. 
A patient record made by you is your property and you may need it later if your 
professional work or care for the patient is called into question. 

• Destruction must ensure that the record cannot be reconstructed in any way. For 
example, it is recommended that paper records be either shredded, pulverized, or 
incinerated. Securely destroy all copies of a record, including duplicate copies, 
personal copies of records, and records on all media (paper and electronic).  

• Ensure that all electronic and wireless media (CDs, USB keys, personal digital 
assistants, and hard drives) are securely destroyed by physically damaging and 
discarding them or wiping them when the medium is to be re-used.  

• Remember that office equipment– including photocopiers, fax machines, 
scanners and printers – may contain hard drives which retain information. 
Custodians should either disable the hard drives or wipe them before disposing of 
the equipment. 
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Definitions 

Circle of Care – “Individuals and activities related to the care and treatment of a patient. 
Thus, it covers the health care providers who deliver care and services for the primary 
therapeutic benefit of the patient and it covers related activities such as laboratory work and 
professional or case consultation with other health care providers.”4 Chapter 4: Consent, 
Capacity and Substitute Decision-Makers Page 4 of 12 www.novascotia.ca/DHW/PHIA 
Revised November 1st, 2013. 

Custodian – an individual or organization who has custody or control of personal health 
information as a result of, or in connection with, performing the person's or organization's 
powers or duties. (E.g. a regulated health professional, a person who operates a group 
practice of regulated health professionals, NSHA, IWK Health Centre, a licensed Pharmacy, 
Continuing Care facilities or Homes for Special Care under the Minister of Health and 
Wellness and others as listed in S.3(f) of PHIA.) 

Personal Health Information means identifying information about an individual, whether 
living or deceased, and in both recorded and unrecorded forms, if the information: 

i. relates to the physical or mental health of the individual, including information that 
consists of the health history of the individual’s family, 

ii. relates to the application, assessment, eligibility and provision of health care to 
the individual, including the identification of a person as a provider of health care 
to the individual, 

iii. relates to payments or eligibility for health care in respect of the individual, 

iv. relates to the donation by the individual of any body part or bodily substance of the 
individual or is derived from the testing or examination of any such body part or 
bodily substance, 

v. is the individual’s registration information, including the individual’s health-card 
number, or 

vi. identifies an individual’s substitute decision-maker. 

Related Standards 

• Model Standard - Risk Management 

References:  

• Nova Scotia Personal Health Information Act 
• PHIA Compliance Checklist for Custodians 
• PHIA Information Practices Electronic Records 
• Nova Scotia Information Access and Privacy 
• NS – OIPC Effective privacy and access to information legislation in a data driven 

society  

https://nslegislature.ca/legc/bills/61st_2nd/3rd_read/b089.htm
https://www.oipc.nl.ca/pdfs/PHIAComplianceChecklist.pdf
https://novascotia.ca/dhw/phia/documents/chapters/8-Information-Practices-EHR-and-EIS.pdf
https://novascotia.ca/just/IAP/
https://oipc.novascotia.ca/sites/default/files/Other/FPT%20Resolution%202019%2011%2006%20English.pdf
https://oipc.novascotia.ca/sites/default/files/Other/FPT%20Resolution%202019%2011%2006%20English.pdf

